
HOW TO SUCCEED WITH CONNECTED 
PRODUCTS AND AVOID THE MOST 
COMMON IOT CHALLENGES

W H I T E  PA P E R

What do successful, digitalized enterprises do differently from others? In this 
roadmap, based on our experiences from hundreds of IoT projects, we’ve 
compiled the typical reasons why companies don’t reach their IoT targets. 
Explore this guide and learn how to avoid the most common IoT challenges 
and reach your goals.
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HOW TO SUCCEED WITH CONNECTED PRODUCTS
For over two decades Telenor has successfully helped leading global 
enterprises with their connected products. During this time, we’ve 
witnessed IoT enable organizations, generate immense value, capture 
extraordinary opportunities, and realize significant efficiencies.

And yet, for every success story there are many 
more enterprises that struggle with their connected 
products. Many struggle to scale, some never reach 
the target volumes they set out to achieve, while 
others fail to unlock the business upside of IoT.

Even today, we continue to see substantial 
differences in how well companies launch IoT in their 
businesses, despite their best efforts. 

This leads us to an important question: Why do 
some companies succeed in reaching their 
goals while others do not? And likewise, how 
can you avoid the common mistakes that many 
enterprises make?

IOT CHALLENGES – SUCCEEDING WHERE OTHERS FAIL
To better understand what differentiates successful 
IoT businesses from struggling ones, Telenor 
conducted a study into IoT deployments. The study 
revealed that only one in ten companies that launch 
IoT initiatives reach more than 20 percent of their 
targeted volume within the first three years. Similar 
figures are estimated by Gartner who shows that 75% 
of IoT projects will take twice as long as planned, with 
significant cost overruns.

Together with our partner Triathlon Group – who 
has led multiple digitalization and IoT journeys for 
industrial manufacturers – we have consolidated 
our learnings and compiled this roadmap to help 
enterprises avoid the biggest and most common 
IoT challenges. Consisting of a number of essential 
success factors and best practices, our strategic 
recommendations will help position enterprises 
optimally to avoid the biggest challenges so that 
they can focus on what they set out to do: truly 
capturing the value of IoT.

https://www.gartner.com/en/newsroom/press-releases/2016-01-14-gartner-says-by-2020-more-than-half-of-major-new-business-processes-and-systems-will-incorporate-some-element-of-the-internet-of-things


-  4  -TELENOR CONNEXION WHITE PAPER

BUSINESS DRIVERS
Digitalization is happening on a global scale, and leading industrial 
manufacturers are adapting to that by embracing new tech 
and new business models. Sometimes this means undergoing 
significant business transformation - moving from product-oriented 
business models into models where services receive a higher 
focus. The strategic rationale for many companies is the ability 
to provide additional customer value on existing products and to 
increase loyalty and stickiness by gaining a better understanding 
of the products usage and life cycle via real usage data. Cost 
savings and sustainability gains are also high on the agenda as 
connected solutions help to streamline operations, reduce on-site 
visits and offer new functionality with reduced hardware footprint. 
Connectivity is an important core enabler to realize the value of 
digitalization and secure that OEMs are connected to their product 
at any time and regardless of location.

TAKE CONTROL OF THE TCO
The total cost of ownership (TCO) per connected 
product is becoming a critical KPI for many 
companies as it, together with the predicted revenue, 
will decide the long-term profitability and return on 
investment (ROI) of the IoT solution.

As illustrated in the figure below there are several 
factors that impact the total time and cost of 
completing the first generation1 of the IoT solution. 
Companies must consider the cause-and-effect 

relationship between different costs, as lower costs in 
one area could lead to increased costs in another. As 
an example, a higher share of internal development 
leads to higher project costs and often longer time to 
market. This strategy may lead to lower operational 
costs over time once the solution is fully launched 
and stabilized. However, this also comes at a risk, as 
it puts higher requirements on reaching the targeted 
volume to keep the TCO in control.
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1 For industrial product manufacturers with product generations of 10-20 years, 
the generation lifecycle of the IoT solution has typically been 5-6 years.

WHAT IS A SMART PRODUCT?
Smart products are intelligent 
products that can network, collect, 
and communicate data. A smart 
product is generally connected 
to other devices or networks via 
different wireless protocols such 
as Wi-Fi, 5G, etc., that can operate 
to some extent interactively and 
autonomously. The term can also 
refers to a device that exhibits 
some properties of ubiquitous 
computing, including—although not 
necessarily—artificial intelligence.
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1. ANALYSIS
1.1 UNDERSTAND THE STARTING POINT
For many companies, digitalization initiatives are 
launched to protect existing business by either 
maintaining innovation leadership or reacting 
to market development. It can initially be more 
of a strategic choice rather than an assessment 
of the exact business value of specific offerings. 
Even though this may help to secure executive 
management buy-in at a critical, early step, 
companies that are successful in launching IoT 
offerings at scale will always secure that the business 
value and rational of the IoT project is specific and 
clear.

1.2 IDENTIFY BUSINESS CASES THAT DRIVES 
CLEAR VALUE
Developing a solid business case that will last over 
time is difficult for many companies. Two especially 
challenging areas stand out; quantifying the 
value of the business cases and anticipating the 
future technical requirements of an IoT solution.

When identifying profitable business cases it is easy 
to overlook both external or internal perspectives of 
a solution. One key to success is to validate the value 
with intended users at the start to get early buy-in 
and insights into what benefits they experience 
from the solution. A good ambition is to be able 
to describe the use case in a one sentence value 
statement.

1.3 ENGAGE THE ENTIRE ORGANIZATION
Companies today typically have relationships with 
their customers on many levels and in multiple 
functions such as delivery, installation, usage, 

maintenance, payment etc. A good practice is to 
ensure a cross-functional view at an early stage to 
ensure critical parts are not overlooked and to avoid 
having to revise work later.

1.4  UNDERSTAND AND PLAN FOR FUTURE 
REQUIREMENTS
A cross functional approach will also increase the 
chances of understanding future requirements 
as early as possible and help avoid that key 
requirements are missed completely. Insufficient 
analysis in the early stages can easily result in 
additional costs later. This could, for example, be 
costs for additional manual work needed during 
development and operations, which have not been 
accounted for in the business case.

EXAMPLE OF SCENARIOS LEADING TO HIGHER 
COST LEVELS:
•	 Missed stakeholder sign-off, e.g., legal, service & 

support etc.

•	 Poorly designed solution leading to costly redesign 
and lost sales.

•	 Lack of process integration leads to additional 
manual work in operations and support.

THE FOUR ITERATIVE STAGES OF ALL IOT INVESTMENT 
JOURNEYS
An IoT investment journey can be divided into the 
initial analysis of the business case, development 
of the technical solution, go-to-market and scale 
up, and finally operation and maintenance of the 
solution.

These stages in the lifecycle are interdependent 
and all decisions made will have an impact on the 
outcome in subsequent stages. Securing a cross-
functional focus in all stages is essential to mitigating 

the risks and lowering total cost of ownership (TCO) 
of the IoT solution. 

The four stages should be iterated back and forth in 
the beginning of the journey until a proof-of-concept 
has been reached, and also continuously throughout 
the lifetime of the solution.

In this white paper we will go through all four stages 
and the most important considerations during each:

Operate and 
maintain

Go to market 
and scale-upDevelopAnalyse

Key take aways - Analysis:

	§ Make sure you understand the business value and 
rationale.

	§ Involve all internal and external stakeholders early to 
secure engagement and accountability. 

	§ Be agile and choose paths that enable flexibility in the 
early stages of your IoT journey.
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2. DEVELOPMENT
2.1 BALANCE BUSINESS, PROCESSES, AND 
TECHNOLOGY
Three main domains must be balanced when 
developing an IoT solution: business, processes, 
and technology. The business intention must be 
realized through processes and technology that 
supports the earlier identified use cases. Technology 
often receives the most attention of the three 
areas as companies struggle to overcome technical 
challenges in the development phase. The business 
dimension includes preparing the go-to-market 
strategy and updating the business model, while 
processes may require changed ways of working 
and new organization setups. Since the aspiration 
to find the perfect technical solution is often 
seen as the key to success, the importance of 
business and process transformation to create a 
successful IoT solution is often underestimated. 

2.2 DEVELOP A BUSINESS CASE ROADMAP 
ACROSS THE THREE DOMAINS
When developing the IoT solution there are some 
common challenges that should be addressed early 
to avoid costs later. One such challenge is that 
technical lock-ins may drive costly retrofits later in 
the IoT journey. This can be avoided by a dynamic 
development strategy where identified use cases 
are prioritized in a roadmap that also considers 
operational transformation needs related to the 
business or process side.

Another common challenge is integrating IoT 
solutions with existing business systems supporting 
organization processes (ERP, CRM, CMS). These 
integrations are often more complex to develop 
and maintain than anticipated, where matching and 
integration of data flows is especially complex.

2.3 BUILD OR BUY ANALYSIS OF THE IOT 
SOLUTION: HOW TO REDUCE COST AND RISK
It is critical for companies to understand internal 
resource and competence requirements  for the 
complete lifecycle of the solution. After identifying 
current and competence gaps in the organization, 
a strategy can be set for how to close the gap e.g. 
through recruitments, outsourcing or partnerships. 
Outsourcing design, development or operations of 

the IoT solution can be a cost-effective alternative 
for managing limitations in capabilities and enabling 
faster time to market. 

In other industries, buying the technology as a 
managed service is becoming increasingly common 
(e.g Salesforce or Office 365). A clear benefit of 
this is flexibility as it enables the solution to be 
scaled up at a known cost which facilitates better 
cost-effectiveness, predictability and reliability. The 
customer also gets a solution that is continuously 
enhanced and improved.

RECRUITMENT OF SPECIALIZED EXPERTISE ON A 
LIMITED LABOR MARKET
Depending on the outcome of the build or buy 
analysis, recruitment of additional expertise could be 
needed. Due to rapid advancements in technology 
and market trends, there is and will continue to 
be a shortage in supply on the labour market. This 
shortage will be seen particularly within connected 
solutions, data analytics and IT management, 
all necessary competencies when beginning the 
IoT journey. Attracting and employing talent for 
specialized expertise will be a challenge if IoT isn’t a 
part of the core business.

BUILD VS. BUY 
	§ What parts of the IoT solution are strategically 

important to have in-house?

	§ What parts of the IoT stack can we do better internally 
than competitors or specialized IoT vendors?

	§ How critical is IoT to the overall function of your product 
or service?

	§ What is the requirement for time to market?

	§ How ready is your organization to develop, operate and 
support the solution

Key take aways - Development:

•	 Balance business, technology and process domains. 
Avoid focusing on finding the perfect technical solution 
and don’t underestimate the commercial efforts 
required. 

•	 Evaluate use of managed services for the parts of the 
IoT technology outside your core competency 

•	 Assess your internal capabilities to ensure you have the 
right set-up and a strategy to attract and retain critical 
resources

of companies say that they experience, 
or expect to experience within five years 
a shortage of skilled personnel in data 
analytics or IT management.

(McKinsey)

70%

https://www.mckinsey.com/business-functions/organization/our-insights/beyond-hiring-how-companies-are-reskilling-to-address-talent-gaps#
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3. GO-TO-MARKET
In our discussion with customers we experience that 
taking the solution to market does not receive the 
same attention as developing the technical solution. 

3.1 SECURE FOCUS ON THE BUSINESS VALUE
Initiatives around digitalization often receive higher 
strategic attention from executive management, 
even though some initiatives may be more symbolic 
and with limited contribution to the bottom line. The 
business upside of an IoT solution will typically come 
from reduced internal costs or new revenue streams 
through increased customer value. Both alternatives 
require different sales and implementation 
approaches. To conclude, the go-to-market 
approach is certain to change when introducing 
an IoT based offering and this change must not be 
underestimated.

3.2 TRANSFORM THE BUSINESS MODEL IN STEPS
With the help of IoT, many organizations envision 
their business model to transform from product 
sales, to additional service sales and later moving 
towards pay-per-use scenarios. However, to 
successfully transform a business model, it is critical 
to know your customers - to clarify the value and to 
secure stakeholder involvement. If your distribution 
model includes channels or partners, their roles 
and incentives should also be considered. When 
introducing changes to existing business models this 
will typically impact multiple systems, processes, and 
several information flows within the organization. 
Important success factors are strong involvement 
from management and to start early (even with 
the commercial offering) at a limited scale and 
continuously iterate.

3.3  SELLING SERVICES IS DIFFERENT
Selling services is more complex than selling a 
product as it often requires deeper understanding of 
the customer business processes. In many cases the 
purchasing counterpart need to be redefined and 
the buying rationale described in different models. 
In addition, the nature of a service continously being 
delivered over time will also set new requirements 
for how to organize sales and customer support over 
time.

3.4 INVESTMENT IN TRANSFORMING THE SALES 
TEAM
Business leaders must secure a successful 
transformation of existing high performing sales 
teams to enable sales of services and bridge possible 
skills gaps that may paralyze a sales organization’s 
drive and performance. Investments need to 
be made to adapt the sales organization to the 
new offering. Sales competencies and ways-of-
working need to be seen  as a strategic resource to 
strengthen capabilities to support customers. To 
build trust in the offering it will be critical to convince 
the salesforce about the need, performance or value 
enabled by the IoT solution or services. The new skills 
and understanding need to include the leaders in the 
company to lead the transformation successfully.

Key take aways - Go-to-market:

•	 Prepare for, and don’t underestimate, that the go-
to-market approach will most certainly change when 
introducing an IoT based offering. 

•	 Secure strong involvement from management and 
start at a limited scale and continuously iterate.

•	 § Secure internal and external understanding, 
competence and trust for the offering and support the 
sales organization with transformative leadership and a 
well-established support structure.
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4. OPERATE AND MAINTAIN
4.1 THE HIDDEN OPERATIONAL COSTS OF SUSTAINING PERFORMANCE
Once launched, long-term performance of 
the installed base needs to be sustained while 
keeping cost of operation at a satisfactory level. To 
accomplish this, the product owner needs to have 
the right resources and tools to monitor and quickly 
address technical issues to minimize downtime 
and secure customer experience. As the installed 
base grows, manual intervention quickly becomes 
impossible and instead clear processes and more 
automation are required.

Monitoring status and addressing technical issues of 
deployed IoT units is resource intensive and may be 
associated with several potential hidden operational 
costs. If not managed properly, these costs could 
escalate quickly, especially for internal resources 
tasked with resolving issues. This in turn, could lead 
to temporarily or permanently needing to take the 
solution offline.

4.2 TYPICAL COST DRIVERS WHEN SCALING
As previously pointed out, a success factor when 
launching a new IoT solution is the ability to 
quickly scale and reach targeted volumes and 
to generate value. As installed base increases 
companies must put additional focus on lifecycle 
management of the solution. IoT technology is new 
for many companies and the lifecycle of IoT solutions 
is still typically shorter than for the existing product 
lifecycle. For industrial product manufacturers 
with product generations of 10-20 years, the 
generation lifecycle of the IoT solution has typically 

been 5-6 years. This is due to upcoming technical 
development or legal requirements etc. 

Some examples of key drivers towards new 
generations and new project investments are 
new standards and technologies, enforced 
security requirements and evolution of 
customer needs and value opportunities. 
Successful companies will monitor this and 
secure a clear and flexible approach on how 
to handle changes like, for example, new 
radio technology standards or data privacy 
regulations.
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Examples of potentially hidden 
operational costs:

Finding root cause of failures in 
large-scale, geographically 

dispersed unit networks

Manpower and time needed to 
monitor network status

Managing global networks of roam-
ing operators

Getting back online 
after breakdown

Manpower and time needed 
for ongoing maintenanceEfforts to ensure uptime of units



-  9  -TELENOR CONNEXION WHITE PAPER

4.3 HIGHER EXPECTATIONS ON QUICK SUPPORT
When moving to digital and connected solutions 
customer expectations of troubleshooting and 
response times increases dramatically and support 
is expected to be available 24/7. This can be 
particularly challenging if the source of the issue 
originates from one or several third-party suppliers. 
In such cases, the third-party has control of the 
response time, while the customer will continue 
holding your organization accountable. Partnering 
with a supplier that can supply and manage multiple 
parts of an IoT solution is an effective way of offering 
customers timely support by eliminating the number 
of fault-tracing handovers.

Key take aways- Operate and maintain:

•	 Plan early for how to operate and troubleshoot the 
solution in scale, with clear responsibilities between 
dealers, service teams, product teams and suppliers.

•	 Secure flexibility to launch updates or new generations 
during the product life cycle

•	 Partner with service providers that take responsibility 
across multiple areas minimizing the need to build-up 
internal competences

5. CONCLUSIONS:
Here we summarize this white paper in three key 
success factors and recommendations that can help 
your company reduce time-to-market, secure focus 
on core business and ultimately reduce cost and 
improve overall customer satisfaction.

1. FOCUS ON IDENTIFYING CUSTOMER VALUE 
INSTEAD OF FINDING THE PERFECT TECHNICAL 
SOLUTION
Ensure extensive focus on understanding and 
realizing the internal and external business 
value and secure that business value drives 
technology development, not the other way 
around. Furthermore, it is imperative that the sales 
organization and external distribution partners 
understand and have the capabilities to sell the new 
services and explain the added value. This starts with 
securing the sales team’s insights to ensure buy-in 
and trust in the solution.

2. UTILIZE PARTNERS TO SCALE QUICKLY AND 
ACCORDING TO PLAN
Digitalization is a trend that affects every business, 
and the race has only just begun. Your ability to 
remain competitive  depends on internal focus, 
resources and insights. Attracting the right talent is 
already a challenge, especially if IoT isn’t a part of 
your core business. Use partners for the parts of the 
IoT development that you don’t master within the 
organisation and use your own resources to focus 
on defining and developing the customer value 

proposition. Partnerships will help you manage your 
resource needs and give the flexibility to source the 
expertise you need. It will make your business more 
agile and allow you to become competitive and pick 
up and speed faster.

3. THINK ABOUT MAINTENANCE COSTS EARLY IN 
THE DESIGN - AND STAY AGILE

Missing to take maintenance into consideration 
early can quickly lead to high and unforeseen costs. 
Sustaining long-term performance of the installed 
base while keeping cost of operation at desired levels 
requires resources and tools to monitor and quickly 
address technical issues. Manual intervention quickly 
becomes impossible as the installed base grows. 

Successful companies will monitor status, address 
technical issues and secure a clear and flexible 
approach on how to handle changes like, for 
example, new radio technology standards or data 
privacy regulations. 

Trying to build “the perfect” solution from the 
beginning will typically lead to a higher risk of delays, 
overlooking or not identifying future business cases, 
or limiting ability to use new technology over time. 
We recommend a long-term investment plan with 
an agile approach and with staggered releases. 
However, while new functionality can be added 
continuously it is recommended to have a clear 
plan how to handle troubleshooting and customer 
support as the solution scales.



TELENOR CONNEXION 
Telenor Connexion is the specialized IoT company within the Telenor Group, one of the world’s major 
mobile operators. Building on more than 20 years of experience, Telenor Connexion provides global IoT 
connectivity and cloud services to enterprises with large fleets of connected devices as well as third-party 
service providers.

Telenor Connexion manages more than 10 million connected things in more than 190 countries for global 
customers including Volvo, Scania, Hitachi, Verisure Securitas Direct and Husqvarna. With headquarters 
and tech centre located in Sweden, the company has regional sales representation in the UK, US, 
Germany, Italy, South Africa, Singapore, South Korea, China, and Japan.

TRIATHLON GROUP
Since 1994, Triathlon Group has delivered assignments to Nordic leading clients, internationally. Triathlon 
engages teams of delivery professionals and senior area/industry experts to set direction and make 
transformations happen, addressing pressing management issues and opportunities. Our teams are made 
of carefully selected top achieving professionals, extensively trained and recognized in their fields, always 
putting clients first.

sales@telenorconnexion.comtelenorconnexion.com

mailto:sales%40telenorconnexion.com?subject=
http://telenorconnexion.com
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